OCT-06-04 04:53PM FROM-CLG FAX 



+18479057113 



T-824 P. 11/20 F-344 



October 6, 2004 
Case No DE 000051 (7790/321) 
Serial No.: 09/718,247 
Filed. November 22, 2000 
Page 9 of i S 

-REMARKS- 

in The Final Office Action, Examiner Nguyen rejected pending claims 9-40 
under 35 U.S,C § 102(b) as being anticipated by U.S Pateni No. 5,146,498 to Smith. 
The Applicant has thoroughly considered Examiner Nguyen's remarks concerning ihe 
patentability of pending claims 9-40 over Smith. The Applicant has also thoroughly 
re-read Smah. The Applicant respectfully asserts thai Examiner Nguyen still does not 
have a proper understanding of Smith. Again, the Applicant therefore provides the 
following explanation of FIGS. 1 and 2 of Smith to facilitate a proper understanding 
of Srnuh by Examiner Nguyen. 

As illustrated m FIGS. 1 and 2, Smith teaches a method for changing a key by 
a subscriber unit 10 and a method for generating a change key command by a central 
controller 20, respectively In operation, whenever subscriber unit 10 needs to be 
rekeyed as determined in a step 14 (FIG 2), central controller 20 sends a key change 
command wiih op code to subscriber unit 10 as shown in a step 21 (FIG, 2). Upon 
receipt of the key change command in a step 2 (FIG. 1), subscriber unit 10 decodes 
the op code in a step 24 (FIG 1) to Thereby generate a new key in step 26 (FIG. 1) and 
sends an acknowledge lone that the new key has been generated in a step 28 (FIG. 1). 

Upon receipt of rhe acknowledge tune in a step 32 (FIG 2), central controller 
20 return* to step 14 (FIG. 2) to await a determination that a radio needs to be 
rekeyed Conversely, upon a failure to receive the acknowledge tone in step 32 (FIG. 
2), central controller 20 proceeds to a step 34 (FIG. 2) to determine whether to resend 
the key change command with op code in step 21 (FIG. 2) or to place subscriber unit 
10 on a list of radios that need rekeying in a step 36 (FIG. 2). Central controller 20 
may loop through steps 2 1 , 32 and 34 before proceeding to step 36. See, Smith at 
column 2, line 66 to column 4, line 8, 
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One issue related to an interpretation of 'Smith is whether subscriber unit 10 
encodes the acknowledge tone with the new key in siep 28 (FIG. I). Explicitly, Smith 
Is silent us to whether the acknowledge tone is or is not encoded. Implicitly, Smith 
indicates the acknowledge tone IS NOT encoded by failing in step 21, step 32, step 34 
and/or an additional step to teach (1 ) an attempt to decode the acknowledge tone with 
the new key by central controller 20 to thereby determine whether the acknowledge 
tone was properly encoded by subscriber unit 10 with the new key, (2) upon decoding 
the encoded acknowledge tone with the new key, a transmission of a signal from 
central controller 20 to subscriber unit 1 0 that verifies the decoding of the encoded 
acknowledge tone with the new key by central controller 20, and (3) upon failing to 
decode the encoded acknowledge tone with the new key, a transmission of a signal 
from central controller 20 to subscriber unit 10 that communicates the failure by 
central controller 20 to decoding the encoded acknowledge tone with the new key. 

Specifically, an encoding of the acknowledge tone with the new key by 
subscriber unit 1 0 merits an attempted decoding of the encoded acknowledge tone 
central controller 20 upon receiving the encoded acknowledge tone. This attempted 
decoding further merits a determination by central controller 20 as to whether the 
acknowledge tone was properly encoded with the new key. Logically, a failure by 
Smith to teach a determination by central controller 20 as to whether the acknowledge 
tone was properly encoded with the new key unequivocally indicates an intention by 
Smith NOT to encode the acknowledge tone with the new key, old key or any other 
key. 

By comparison, as illustrated in FIG 5 for example, the present application 
discloses a cipher key change involving a transmission of a cipher change command 
CCC2 (coded with the old cipher key) from a radio network controller ("RNC") to a 
terminal ("TM") After terminal TM has received cipher change command CCC2, an 
acknowledge command ACK 1 2 is transmitted to radio network controller RNC to 
rhereby prevent radio network controller RNC from retransmitting the cipher change 
command CCC2 after a specific period of time. Terminal TM thereafter transmits a 
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cipher key acknowledge command CCOK2 (coded with the new cipher key) to radio 
network controller RNC, which announces the reception of the cipher key 
acknowledge command CCOK2 by radio network controller RNC by means of an 
acknowledge command ACK22. Radto network controller RNC attempts to decipher 
cipher key acknowledge command CCOK2 with the new cipher key to determine 
whether cipher key acknowledge command CCOK2 was properly encoded with the 
new key by terminal TM, If acknowledge command CCOK2 was properly encoded 
with the new key by terminal TM then radio network controller RNC transmits a 
match command K.OK2 coded with the new cipher key to terminal TM to indicate a 
successful key change. Otherwise, radio network controller RNC transmits match 
command KOK2 coded with the old cipher key to terminal TM to indicate an 
unsuccessful Key change. See . U.S. Patent Application Serin? No, 09/718.247 pipage 
6, line 16 to page 8 J me 17. 

Unequivocally, a proper understanding of Smith reveals that Smith docs not 
teach or suggest any signal comparable to coded cipher key acknowledge command 
CCOK2 arid coded match key command KOK2 as taught by the present application. 

Moreover, Smah teaches away from a coding of the acknowledgement of step 
28 (FIG. 1), Specifically, one benefit of the key change method of Smith is an 
elimination of a prior art need to use a data channel as the channel for implementing 
exchanging key information between subscriber unit 10 and central controller 20. 
Sec . Srrnth at column 1, line 46 to column 2, line 12, and column 5, line 61 to column 
6, line 2. The benefit entails the efficient use of a control channel by central 
controller 20 to simultaneously send the digital word 42 (FIG. 3) to a plurality of 
subscriber units 10 without consuming a lot of air time and any additional system 
access time over the control channel 
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Smith further leaches that any new key resulting from digital word 42 is to be 
used to encrypt and decrypt data/voice over the data channel. See, Smith at column 1 7 
line* 46 to column 2, hne 12; and column 5, line 61 to column 6, line 2. Smith neither 
teaches nor ever intended the new key to be used to encrypt and decrypt control 
information (e g., an acknowledgment tone) over the control channel. This is 
supported by ihe fact that such encryption and decryption of control information from 
a plurality of subscriber units 1 0 would consume additional air time and require 
additional system access time, which is in direct contradiction to the objectives of 
Smith 

Pending Claims 9-40 . To warrant the anticipation rejection of claims 9-40 by 
Examiner Nguyen, Smith must show each and every limitation of claims 9-40 in as 
complete detail as in contained in claims 9-40. See, MPEP §2131. as set forth 
above, the Applicant respectfully traverses this anticipation rejection of claims 9-40, 
because Smith fails to disclose and/or teaches away from the following limitations: 

1 . "wherein said terminal is operable to transmit a second 
message to said radio network controller subsequent to a reception of 
the first message by said terminal, the second message being coded 
wi[h a new cipher kev as an acknowledgement of the cipher key 
change by said terminal " as recited in independent claim 9; 

2. " wherein the first message includes the new cipher key " as 
recited in dependent claims 10 and 38; 
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3. "wherein said radio network controller is operable to 
transmit a third message to said terminal subsequent to a reception 
of the second message by said radio network controller, the third 
message being indicative of a deciphering bv said r adio network 
controller of the second message with the new cipher key " as 
recited in dependent claim 1 1 , 

4 ' wherein die third message is coded with the new cipher 
kev as an indication that said radio network control ler deciphered 
the second message with the new cipher kev " as recited in 
dependent claims 12 and 20; 

5. " wherein said radio network controller is operable to 
transmit a third message to said terminal subsequent to a reception 
of the second message by said radio network controller, the third 
message heina indicative of a failure by said radio network 
controller to decipher the second message with the new cipher key " 
as recited in dependent claim 15; 

6. " wherein the third message is coded with an old cipher key 
as an indication that said radio network controller f ailed to decipher 
the second message with the new cipher kev " as recited in 
dependent claims 16 and 24; 

7. "means for receiving a second message from the terminal 
subsequent to a reception of the first message by the terminal, the 
second message being coded with a new cipher kev as an 
acknowledgement of the cipher kev change bv the terminar as 
recited in independent claim 17; 
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K "wherein said radio network controller further includes 
means for transmitting a third message to the terminal subsequent 
to a reception of the second message by said radio network 
controller, the third message being indicative of a deciphering by 
said radio network controller of the second message with the new 
cipher key " as recited in dependent claim 19, 

9 "wherein said radio network controller further includes 
means for Transmitting a third message to ttjc terminal subsequent 
to a reception of the second message by said radio network 
controller, the third message hejrm indicative of a failure bv said 
radio network controller to decipher the second message with the 
new cipher ki-v " as recited in dependent claim 23; 

10. "means for transmitting a second message to the radio 
network controller subsequent to a reception of the first message by 
the terminal, the second message beina coded with a new cipher 
ke y as an acknowledgement of the cipher key change by the 
terminal " as recited in independent claim 25; 

1 1 "wherein said terminal further includes means for receiving 
a third message from the radio network controller subsequent to a 
reception of the second message by the radio network controller, 
the third message bein^ indicative of a deciphering bv the radio 
network controller of the second message with the new dphcr key" 
as recited in dependent claim 26; and 
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12 "wherein said terminal further includes means for receiving 
a third message from ihe radjo network controller subsequent to a 
reception of the second message by the radio network controller, 
the third message being indicative of a failure by the radio network 
controller to decipher the second messatie w ith ihe new cipher kev" 
as recited in dependent claim 28. . 

13. "the terminal transmitting a second message to the radio 
network controller subsequent to a reception of the first message by the 
terminal from the radio network controller, the second message being 
coded with one of the old cipher key or the new cipher key as an 
acknowledgement of the cipher kev change by the terminal " as recited 
in independent claim 29; 

14. "the radio network controller transmitting a third message to 
the terminal subsequent to a reception of the second message by the 
radio network controller from the terminal, ihe third message being 
coded with one of the old cipher kev or the new cipher kev as an 
indication of one of a successful termination or an unsuccessful 
termination of ihe cipher key change " as recited in dependent cteum 30; 

1 5. "the radio network controller and the terminal validating the 
new cipher key" as recited m dependent claim 3 1 ; 

16. "the radio network controller and the terminal synchronizing a 
conversion of the old cipher key to the new cipher key" as required in 
dependent claim 32; 
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1 7. "means for receiving a second message from the Terminal 
subsequent to a reception of the first menage by the terminal from the 
radio network controller, the second message being coded with one_of 
the old cipher key or the new cipher key as an acknowledgement of the 
cipher key change bv the terminal " as required in independent claim 
33, 

18 "means for transmitting a third message to the terminal 
subsequent to a reception of the second message by the radio network 
controller from the terminal, the third message bein g coded with one of 
the old cipher key or the new cipher key as an indicat ion of one of a 
successful termination or an unsuccessful termination of the c ipher key 
change" as required in dependent claim 34; 

1 9. "means for validating the new cipher key" as required in 
dependent claims 35 and 39; 

20. "means for synchronizing a conversion of the old cipher key to 
the new cipher key" as required in dependent claims 36 and 40; 

2 1 . "means for transmitting a second message to the radio network 
controller subsequent to a reception of the first message by the 
terminal from the radio network controller, the second message being 
coded with one of the old cipher key or the new cipher key as an 
acknowledgement of the cipher key chanue by the terminal " as 
required in independent claim 37; and 
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22. "means for receiving a third message from the radio network 
controller subsequent to a reception of the second message by ihe radio 
network controller from the terminal, the rhird message be ing coded 
with one of the old cipher kev or the new cipher kev as a n indication of 
one of a successful termination or an unsucces sful termination of the 
cipher kev change " as required in dependent claim 38. 

Withdrawal of the rejection of pending claims 9-40 under § 102(b) as being 
anticipated by Snath is Therefore respectfully requested. 
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SUMMARY 

Examiner Nguyen's anticipation rejection of pending claims 9-40 has been 
obviaied by remarking herein supporting an allowance of claims 9-40 over Smiih. 
The Applicant respectfully submits thai claims 9-40 as listed herein fully satisfy the 
requirements of 35 U.S.C 102, 103 and 112 In view of the foregoing, favorable 
consideration and early passage to issue of the present application is respectfully 
requeued. If any points remam in issue that may best be resolved through a personal 
or Telephonic interview, Examiner Nguyen is respectfully requested to contact the 
undersigned ul ihe telephone number listed below. 



Dated: October 6. 2004 



Respectfully submitted, 
Christoph Hermann, et ul. 
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